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Overview 

No business is immune to cyber risk, and many 

are now dealing with the consequences of an 

increasing attack surface. 

Cyber insurance providers are scrambling to keep up with the evolving threat 

landscape and have raised policy prices across the board, posing an even greater 

threat to small and medium-sized businesses (SMBs). 

In the US alone, prices for cyber insurance premiums in Q2 2022 

increased by a staggering 79% compared to 2021. If that number 

seems high, consider this: With premiums for cyber insurance 

policies increasing year-over-year by as much as 50% or more, 

it's imperative for small business owners to understand the amount 

of risk they carry and the actual dollar value behind it to avoid 

overpaying for cyber protection. 

Cyber insurance 

premiums increased 

in Q2 2022 

What you'll learn in this ebook: 

01 The current cyber risk landscape for small businesses 
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02 How to find the total dollar value of your sensitive information 

03 Steps to protect your small business from a cyber-related event 

04 What to look for in a cyber insurance policy 
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What is cyber risk? 
Nobody plans to close their business due 

to a cybersecurity event, yet it happens 

more than you might think. In fact, 60°/o of 

small businesses that experienced a data 

breach have shut their doors for good 

within six months of such an incident. 

The numbers don 1t lie: Poorly managed cybersecurity 

can create lasting damage. What once seemed like 

an issue reserved for enterprise-level corporations is now 

a pervasive battle impacting companies of all sizes at an 

increasingly alarming pace. 

Nearly half of all cyberattacks target small businesses 

- and they 1 re financially devastating. In recent years, the

time spent on resolving cyberattacks totaled a global loss 

of 2. 7 bill ion (bill ion!) working hours, according to the latest 

Norton Cyber Safety Insights report. 

Moreover, cyber incidents are on the rise and are expected 

to grow in volume and cost. A recent BlackBerry survey 

found that 60% of businesses would reconsider entering 

into a partnership or agreement with another company or 

supplier if the organization did not have comprehensive 

cyber insurance. 

Cyber risk can impact more than just the bottom line 

depending on your industry. Gartner predicts that by 2025, 

bad actors will have weaponized operational technology 

environments to successfully harm or kill humans. Attacks on 

OT can affect both hardware and software and, unlike other 

ransomware attacks, carry very real physical outcomes. This 

could mean anything from shutting down an entire facility to 

something as fatal as a power plant explosion. 
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Here are some other concerning 

numbers from Cisco: 

43% 
of attacks target small businesses 

47% 
of small businesses say they 

have no understanding of 

how to protect themselves 

against cyberattacks 

$955,000 
is the average amount spent 

by small businesses to restore 

normal operations after an attack 
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https://www.securitymagazine.com/blogs/14-security-blog/post/97694-why-small-businesses-are-vulnerable-to-cyberattacks?
https://blogs.blackberry.com/en/2022/08/blackberry-cyber-insurance-study
https://www.gartner.com/en/newsroom/press-releases/2021-07-21-gartner-predicts-by-2025-cyber-attackers-will-have-we
https://umbrella.cisco.com/info/ebook-2021-big-threats-to-small-business






https://www.ibm.com/reports/data-breach
https://www.forrester.com/blogs/breaches-by-the-numbers-adapting-to-regional-challenges-is-imperative/
https://blogs.blackberry.com/en/2022/08/blackberry-cyber-insurance-study
https://aware.riskassure.com/createaccount?_ga=2.54681451.1335669310.1674586184-1713296713.1674239555&_gl=1*19siuyb*_ga*MTcxMzI5NjcxMy4xNjc0MjM5NTU1*_ga_5X8QH7NPV1*MTY3NDczOTQ4NS42LjAuMTY3NDczOTQ4NS4wLjAuMA..


https://insights.corvusinsurance.com/cyber-risk-insight-index-q1-2022/survey-findings-smb-cyber-readiness
https://www.hiscox.com/cybersecurity


https://aware.riskassure.com/createaccount?_ga=2.263369676.1335669310.1674586184-1713296713.1674239555&_gl=1*1aa4vis*_ga*MTcxMzI5NjcxMy4xNjc0MjM5NTU1*_ga_5X8QH7NPV1*MTY3NDczOTQ4NS42LjEuMTY3NDczOTUzMy4wLjAuMA..
https://riskassure.com/


https://riskassure.com/how-it-works/
https://aware.riskassure.com/createaccount?_ga=2.263369676.1335669310.1674586184-1713296713.1674239555&_gl=1*1aa4vis*_ga*MTcxMzI5NjcxMy4xNjc0MjM5NTU1*_ga_5X8QH7NPV1*MTY3NDczOTQ4NS42LjEuMTY3NDczOTUzMy4wLjAuMA..


https://riskassure.com/how-it-works/
https://secure2.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf


https://content.naic.org/article/naic-report-shows-premiums-grew-61-cyberthreats-rose-2021
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https://www.nytimes.com/2017/05/23/business/target-security-breach-settlement.html
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