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Nobody plans to close their business due 
to a cybersecurity event, yet it happens 
more than you might think. In fact, one in 
four small businesses are at risk of 
shutting down after a cyberattack.


The numbers don't lie: Poorly managed cybersecurity 
can create lasting damage. What once seemed like  
an issue reserved for enterprise-level corporations is now  
a pervasive battle impacting companies of all sizes at an 
increasingly alarming pace.

Nearly half of all cyberattacks target small businesses  
— and they're financially devastating. On average, it takes 
241 days for an organization to identify and contain a data 
breach in 2025, according to the 2025 IBM Cost of a Data 
Breach . And the global cost of cybercrime is 
expected to  to $13.8 trillion by 2028.


Moreover, cyber incidents are on the rise and are expected 
to grow in volume and cost. Business leaders often 
reconsider entering into a partnership or agreement with 
another company or supplier if the organization did not 
have comprehensive cyber insurance.


Cyber risk can impact more than just the bottom line 
depending on your industry. Weaponized AI is ushering in a 
new era of , according to Harvard’s Kennedy School. 
AI is increasingly used to identify and exploit security 
vulnerabilities in defense systems, corporate networks, 
and critical infrastructure. These attacks could potentially 
disable communications, manipulate satellite systems, or 
disrupt power grids.

report
increase

threats

Here are some other concerning 
numbers. Recent Microsoft 
Security research shows:


What is cyber risk?

1 in 3

small businesses have 
experienced a cyber attack

$250,000

is the average cost to small 
businesses for a cyberattacks

81%

of small businesses say AI 
increases their need for  
additional security


For small businesses    3  //

2025 guide to cyber insurance

01 

riskassure.com
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https://ash.harvard.edu/articles/weaponized-ai-a-new-era-of-threats/
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/SMBCybersecurity-Report-Final.pdf
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Company leaders must stop treating 
cybersecurity as a separate function of the 
business. Cyber risk touches every part of  
your organization. Financial, operational, and 
strategic risks are significant factors at play  
when running a successful business. 


Think of it as a critical off-balance sheet item. 
Off-balance sheet items include contingent 
assets or liabilities such as unused commitments, 
letters of credit, and derivatives — things that 
are, unfortunately, often treated as afterthoughts.


As such, they’re rarely — if ever — taken  
into consideration, let alone prioritized.  
But not prioritizing your cyber risk can have  
grave consequences. 

Cybersecurity is no exception and 
should be at the top of this list.


According to Thomson Reuters, new SEC 
regulations hold CEOs and boards directly 
accountable for oversight and liability related 
to security incidents. Incidents can quickly lead 
to physical harm, destruction of property,  
or environmental disasters.

Cyber risk is business risk

To be blunt, the impact that cyber risk can have 
on your business is a complex, multi-layered 
issue, and it demands constant attention.


Assessing your cyber risk and having a  
plan to protect your business in the event  
of a cyber-related incident is critical to your 
company's overall health and success. While 
an essential step for all businesses, it's an 
even higher priority for those that operate  
in sectors where collecting personally 
identifiable information (PII) and personal 
health information (PHI) is essential to running 
the business, such as the healthcare, 
financial, and public sectors.


PII is the most targeted type of information  
in a data breach. But just how widespread  
is it? When assessing breaches by data type, 
IBM found that customer PII accounts for  
a staggering 53%.
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Compounding an already  
devastating reality, CEOs bear  
the burden of these outcomes. 
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It’s critical to note that PII  
also lives in essential business 
documents, such as W-4s  
and I-9s.
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Meanwhile, PII breaches can be just as 
damaging, but may depend on the nature  
of the exposed information, which will  
often include things like names and  
email addresses as opposed to highly 
sensitive health data.


In fact, some PII is actually available through 
the public domain. This information includes 
items that can be found within public records, 
such as phone books and online directories.

On that note, not all PII is 
considered sensitive information. 


Here are some of the most  
common examples of PII:

Name


Address


Email


Telephone number


Date of birth


Passport number


Fingerprint


Driver's license number


Credit or debit card number


Social Security number
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Personally identifiable information (PII)  
is any information used to help identify an 
individual and carries a privacy risk. Almost 
all businesses carry this type of information 
and are responsible for protecting it.

A quick overview of PII

Personal health information (PHI) is  
a record containing medical information. 


Typically, this involves demographics,  
medical history, tests and lab results, mental 
health conditions, insurance information, and 
any other sensitive data that a healthcare 
provider might need to collect for the 
purposes of patient care.


It’s also important to note that PHI and  
PII breaches can carry different penalties, 
depending on how they’re being used. 


For example, the penalty structure for 
violating HIPAA laws can have more severe 
consequences, as penalties are determined 
by the Office for Civil Rights and are based  
on a number of “general factors” and the 
seriousness of the violation.

A quick overview of PHI
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The consequences are costly
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According to a 2025 IBM report, 
the global average cost of a data 
breach is $4.44M.


survey 

What’s more average breach costs in  
the U.S. reached a record $10 million,  
a 9% increase over last year, driven in part  
by higher regulatory fines and detection  
and escalation costs. Yet, only 63% of 
respondents in the Travelers said  
they carry cyber insurance — only 54%  
of small businesses.

These are just some of the 
consequences that can result  
from a cybersecurity event:

Lost productivity


Financial loss


Brand reputation


Customer loyalty


Infrastructure and safety issues


Business closure


Government regulatory fines
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How can you mitigate the  
worst of these consequences?

Get a free cyber risk information assessment

Get strategic about your cybersecurity plan, and 
put a legitimate cybersecurity budget into play.
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80% 

of respondents say having 
cyber insurance is critical

Only 63% 

of respondents said they 
carry cyber insurance

https://www.ibm.com/reports/data-breach
https://www.travelers.com/resources/risk-index/2025-cyber-top-business-risk#:~:text=The%202025%20survey%20takes%20a,and%20protect%20business%20assets%20today.
https://aware.riskassure.com/createaccount?_ga=2.54681451.1335669310.1674586184-1713296713.1674239555&_gl=1*19siuyb*_ga*MTcxMzI5NjcxMy4xNjc0MjM5NTU1*_ga_5X8QH7NPV1*MTY3NDczOTQ4NS42LjAuMTY3NDczOTQ4NS4wLjAuMA..
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